Equifax Data Breach Resources

Below are some excellent resources on next steps for identity protection after the Equifax breach
last fall:

Credit Freeze Challenges for Lenders Risk Alert (bondholder access required)
o See below for a sample notice to include with loan applications

e Online Loan Application Fraud Prevention Checklist

e FTC Alert: What to Do

e FTC Blog: Fraud Alert, Freeze, or Lock after Equifax

e Placing a Security Freeze—

o Equifax
o Experian

o TransUnion

e Requesting a Security Freeze for Minors—

o Experian Site
o Krebs on Security

Sample loan application verbiage to alert borrowers of consequence of freeze-

ATTENTION: If you recently placed a security freeze on your credit account, please be aware of the
following—
e Your loan application may be delayed a few additional days
e |tis your responsibility to contact the credit bureau and request a “thaw” of your credit so
we can pull your credit report related to this application
e The cost of lifting and reinstating the security freeze is your responsibility
e Credit bureaus are required to lift the freeze within 3 business days of your request to them
e Your security freeze can be reinstalled once we have pulled the necessary report to review
with your loan application; please let us know if you need to be notified it was pulled
e Any co-borrowers or co-signers associated with your application will also need to lift
security freezes before we can process your application
e |f we cannot access your credit report, it may impact the processing of your loan application
e Weuse (insert your primary credit reporting agency here) for credit reports.
You may only need to contact them and not all three credit bureaus to temporarily thaw your
credit. They can be reached at

The integrity of your personal information is important to us. We encourage anyone who may have
had their information compromised to keep a security freeze in place, but also want you to
recognize that it does impact the loan process. Let our lenders know if you have any questions.

Montana’s Credit Unions


https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20170911-watch_equifax-breach.pdf?la=en&hash=607C8E5F2C6AD8B14EB835C6DB1EAE3F5408FECC
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_onlineloanfraud.pdf
https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do
https://www.consumer.ftc.gov/blog/2017/12/fraud-alert-freeze-or-lock-after-equifax-faqs
https://www.freeze.equifax.com/Freeze/jsp/SFF_PersonalIDInfo.jsp
https://www.experian.com/freeze/center.html
https://www.transunion.com/credit-freeze/place-credit-freeze2
http://www.experian.com/blogs/ask-experian/requesting-a-security-freeze-for-a-minor-childs-credit-report/
https://krebsonsecurity.com/2016/01/the-lowdown-on-freezing-your-kids-credit/

