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OCP Functions

* Provide information to public about consumer issues and
the CPA;
— Educate Montanans to prevent known and unknown scams.

* Investigate and prosecute unfair or deceptive trade
practices involving consumer transactions;

* Participate in enforcement actions with other state and
federal law enforcement agencies;

* Mediate complaints.

X Office of
{ Consumer
Protection

& Victim Services

Montana’s Consumer Protection Act

* Mont. Code Ann. §30-14-101 et seq.

* Unlawful practices. Unfair methods of
competition and unfair or deceptive acts or
practices in the conduct of any trade or
commerce are unlawful.

* Civil remedies
— Misdemeanor criminal prong 142(3)

* County Attorney authority




Top Call Categories 2017

Nonprofit

Cell Phoy
Collections \ |

Constructor&

Professional Z
Services 4.2%

Internet

Vehicle 6.1% *

Top Call Categories 2018

Nonprofit 2.8% ouEshal

) Goods 1.5% -Internet 1.5%
Collections /
1.9%

Construction S \

3.6%
Financial 2.2%

Professional
Services 5.5%

Vehicle 7.5%

Other 3.2%

Non
Jurisdictional
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Top Call Categories 2019

W Scams 3,031

W Other 349

W Data Breaches 515

D Theft 386

= Nonprofit 263

= Non Jurisdictional 165

W Vehicle 207

B Construction 125

= Collection Agency 72

W Financial 115

W Household Goods 37

m Hotels, Motels, Campground 20

m Professional Services 48

W Medical Services 51
Cell Phone Providers 51

B Online Purchase 34

m Satellite TV 30
Insurance 17

u Internet Service Providers 28

mGift Card 20

m Campers/RV's 10

Top Call Categories 2020

Professional Services: 45

Non Jurisdictional: 77
2%

Construction: Nonhichtel

Data Breaches: 686

M Scams: 1819 M |dentity Theft: 586 k4 Data Breaches: 686
u Other: 198 wd Vehicle: 143 d COVID-19: 94
M Construction: 94 M Non Profit: 84 M Non Jurisdictional: 77
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2017 Reported Scams

IRS - 704

Phishing Scams - 231
Sweepstakes Lottery - 202
Grant/Loan - 102
Computer/Tech Scam - 121
Overpayment/Craigslist - 45
Unsolicited Mail/Fax - 19
Fake Check - 12

Work at Home Scam - 12
Spam Scam - 16
Romance - 14
Miscellaneous Scams - 1688

IRS - 1179

Phishing Scams - 476
Sweepstakes Lottery - 233
Grant/Loan - 64
Computer/Tech Scam - 136
Overpayment/Craigslist - 74
Fake Check - 11

Work at Home Scam - 9

Romance - 13
Miscellaneous Scams - 910
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4 Common Scam Traits

One common method to stop
scammers cold:

HANG UP

THE PHONE ON IMPOSTER SCAMS!
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Internal Revenue Service Scam

IRS Scam Text Message

11:49 AM

WARNING:Criminal Investigation Division of
I.R.S is filing lawsuit against you, for more
information call on +1-2026843407 on
urgent basis, Otherwise your arrest warrant
will be forwarded to your local police
department and your property and bank
accounts and social benefits will be frozen
by government.

. h‘ype a message... @ .
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Lottery Sweepstakes Scam
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Lottery Sweepstakes Scam

\ 4
<
Montana

LOTTERY,

happen!”

Grandparent Scam
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Grandparent Scam

Rl
"1

Tech Support Scam
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Tech Support Scam

CALL TOLL FREE +1-844-483-8886

Tech Support Scam

THIS SCAM:
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Jury Duty Scam

Jury Duty Scam

THIS SCAM:
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Medicare & Social Security Scam

* Cold call (claiming to be gov’t or insurance co.)
e Aclaim L//,.-a-—‘ﬁ
— New cards ‘m
— Updating sc’/&//

* Arequest " Moy -

— PIl or money | — : Edlcar‘e /
* Red Flag? :

— CMMS & SSA will never make such a request
* Hang up.

Romance Scam

- v vV vV
26
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Home Improvements

Choosing a Contractor

14



2/9/2021

Disproportionate Impact on
Older People

MONTANA PROJECTED POPULATION 65 YEARS AND OVER, 1990 - 2060

HISTORIC ESTIMATES FOR 1990 - 2010; PROJECTED FIGURES FOR 2011 - 2060
EREMI - A OF INC. - APRIL 2013
E 350,000
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30

15



2/9/2021

Why is this stuff so important?

Why is this stuff so important?
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The good news

Easy habits to establish to prevent
fraud
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Easy habits to establish to prevent

fraud

* SO, teach people that if an
uninvited person ever:

— Pressures them to wire money; prepaid card;

— Tells them they won prize or a gift but that they
need to pay fees and taxes first;

Asks them to visit website/download software;

Asks for usernames, PWSs, account numbers,
home address, SSN, personal info;

Tells them an offer is only good for today; or

Asks to keep a call (or email) a secret.

JUST
HANG UP

THE PHONE ON IMPOSTER SCAMS!

36
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Chuck’s Simple Scam Tips!

@& SIMPLE TIPS TO AVOID SCAMMERS

SCAMMERS PRESSURE YOU SCAMMERS PRETEND

TO SEND MONEY FAST TO BE TRUSTWORTHY

Don't b . Balion b y pr

the phone or computer, stop first to ask family, friends  like the IRS. y pr family

or the Office of Consumer Protection. mmeMuMwn
online or over the phone.

SCAMMERS FIND YOU Just BE CAREFUL about sending money o personal

information. Stop first to ask family, friends or the
:-n-wu FIND THEM Office of Consumer Protection.

s

ﬁmhMMuﬁm SCAMMERS CAN FAKE CALLER-ID
information, DO NOT GIVE IT. Stop first to ask family,

friends or the Office of C

Office of Consumer Protection

19



