OPS NOTES
January 2012

Topic:

Issue: 2012-01

Authentication in Internet Banking

Introduction
The Federal Financial Institutions Examination Council (FFIEC) issued guidance in 2005 entitled
Authentication in an Internet Banking Environment. This guidance, released in NCUA Letter to
Credit Unions 05-CU-18, provided a risk management framework for credit unions offering
Internet‐based products and services to their members. It stated that institutions should use
effective methods to authenticate the identity of members and that the techniques employed
should be equal to the risks associated with the products and services offered and the
protection of sensitive information.
In 2006, FFIEC released frequently asked questions (FAQs) to aid in the implementation of the
interagency guidance, which were provided as an enclosure to NCUA Letter to Credit Unions06CU-13. The FAQs were designed to assist credit unions and their technology service providers
to conform to the guidance, and provided information on the scope of the guidance, the
timeframe for compliance, risk assessments, and other issues. Credit unions were expected to
implement additional controls if high-risk Internet-based products and services are provided and
single factor authentication is the only control mechanism to authenticate members, implement
monitoring systems to determine if unauthorized access occurs, and evaluate member
educations program by year-end 2006.
Due to increased threats and the more widespread use of online banking, FFIEC issued a
supplement to its 2005 guidance, released in NCUA Letter to Credit Unions 11-CU-09. This
supplement reinforced the risk management framework, and updated supervisory expectations
for effective member authentication mechanisms, layered security and other controls to combat
growing identity theft attacks and online transaction frauds.
Most importantly, the NCUA Letter announced the following supervisory expectations:
Federally insured credit unions will be expected to adapt appropriate strategies from the
supplement to strengthen and enhance controls by January 2012. Beginning in 2012, at
credit unions offering electronic services, NCUA examiners will evaluate these controls
under the enhanced expectations outlined in the supplement.
Risk Assessments
NCUA expects credit unions to review and update their existing risk assessments as new
information becomes available, whenever a new electronic financial service is implemented or
modified and when conditions warrant (e.g. changes in threats, etc.). To enhance online identity
verification and reduce identity theft risk, perform periodic risk assessments to evaluate the

effectiveness of existing member authentication controls in response to the threats, or at least
once every 12 months.
Updated risk assessments should consider, but not be limited to, the following factors:





Changes in the internal and external threat environment, including those discussed in
the Appendix to the supplement;
Changes in the member base adopting electronic banking;
Changes in the member functionality offered through electronic banking; and
Actual incidents of security breaches, identity theft, or fraud experienced by the
institution or industry.

Controls
“High-risk transactions” are defined as “electronic transactions involving access to customer
information or the movement of funds to other parties.” Credit unions will be expected to
implement more robust controls as the risk level of the transaction increases, such as varying
levels of layered security consistent with the risk level of the transaction and multifactor
authentication for their natural person and commercial members.
Layered Security
Layered security is using different security or access controls at different points in the
transaction process. At a minimum, a credit union’s layered security program should contain the
following two elements:
1. Controls and processes designed to detect anomalies and effectively respond to suspicious
or anomalous activity related to (i) initial login and authentication of member’s to financial
institution’s systems and (ii) initiation of electronic transactions involving the transfer of funds
to other parties.
2. For business accounts, enhanced controls for system administrators who are granted
privileges to set up or change system configurations, such as setting access privileges and
application configurations and/or limitations.
Some examples to be used in a layered security program include the following:









Using one-time password tokens or USB tokens;
Using out-of-band authentication or verifications;
Establishing, requiring and periodically reviewing volume and value limitations or
parameters and time-of-day restrictions for what activities a business member in the
aggregate, and its enrolled users individually, can functionally accomplish while
accessing the online system;
Establishing individual transaction and aggregate account exposure limits based on
expected account activity;
Using transaction monitoring/anomaly detection software and alerting on exception
events;
Establishing payee white listing (e.g., positive pay) and/or blacklisting;
Requiring every ACH file originating entity to provide a proactive notice of intent to
originate a file prior to its submission; and
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Requiring business members to deploy dual control routines over higher risk functions
performed online.

Multi-Factor Authentication
Another means of implementing controls is to employ “multifactor authentication” of online
banking users. Requiring the member to insert a smart card into their PC (something the
member has) and enter in a password (something the member knows) would be two-factor
authentication. Requiring a valid fingerprint via biometric fingerprint reader would add a third
factor (something the member is).
Complex device identification, also known as digital fingerprinting, incorporates a number of
characteristics such as PC configuration, IP address, geo-location, and other factors as well as
challenge questions which include information that is not publically available and a “red herring”
question which the member (but not the fraudster) will recognize as nonsensical are examples
of effective authentication techniques. Simple device identification, such as cookies placed on a
member’s PC, IP addresses, or geo-location information, and challenge questions based only
on personal information of the member are considered to be ineffective authentication
techniques.
As provided in the 2006 FAQs, FFIEC does not recommend the use of one type of control over
another. Any of these controls may be an effective method to mitigate risk in accordance with
the guidance, if properly implemented.
Member Education
Credit unions need to consider methods to be implemented in order to create member
awareness of risks associated with internet banking and provide educational information. These
efforts should address both individual and business members and, at a minimum, include the
following elements:






An explanation of protections provided, and not provided, to members relative to
electronic funds transfers under Regulation E, and a related explanation of the
applicability of Regulation E to the types of accounts with Internet access;
An explanation of under what, if any, circumstances and through what means the
institution may contact a member on an unsolicited basis and request the member’s
provision of electronic banking credentials;
A suggestion that commercial online banking members perform a related risk
assessment and controls evaluation periodically;
A listing of alternative risk control mechanisms that members may consider
implementing to mitigate their own risk, or alternatively, a listing of available resources
where such information can be found; and
A listing of institutional contacts for members’ discretionary use in the event they notice
suspicious account activity or experience member information security-related events.
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